Dropzone Al

Dropzone Al Subprocessors

Subprocessors List

This page lists affiliates of Dropzone Al and subservice organizations material to the
provisioning or support of Dropzone Al's hosted service.

Standard Platform Subprocessors

Way

Entity Name Purpose of Hosting Entity Address | Information
Processing Location Security and
Data
Protection
Measures
Amazon Web AWS Cloud AMER: Oregon, [ 410 Terry Ave N | Amazon
Services, INc Services Ohio, Virginia Seattle, WA compliance
98109 certifications
AWS service EMEA: us
accounts for Frankfurt
authentication
to customer
environments
Google LLC GCP service GLOBAL 600 Google Cloud
accounts used Amphitheater Security
for Parkway
authentication Mountain View,
to customer CA 94043
environments us
Google OAuth
Federation
OpenAl Al LLM GLOBAL, EMEA | 2180 18th St OpenAl Privac
San Francisco, |Eolicy
CA 94110
us
Azure OpenAl Al LLM GLOBAL, EMEA | 1 Microsoft Security and

Privacy Policy



https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://cloud.google.com/security/
https://cloud.google.com/security/
https://openai.com/policies/privacy-policy/
https://openai.com/policies/privacy-policy/
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?tabs=azure-portal
https://learn.microsoft.com/en-us/legal/cognitive-services/openai/data-privacy?tabs=azure-portal

Dropzone Al

Subprocessors List

Entity Name Purpose of Hosting Entity Address | Information
Processing Location Security and
Data
Protection
Measures
Redmond, WA
98052
FusionAuth Platform us 11080 Circle Fusionauth
authentication ; Privacy Policy
' Point Rd #4
including SSO V\;) t d 05,
and Federated estminster,
IDPs CO 80020
PostHog User/browser US, EU 2261 Market PostHog
telemetry Street #4008 Privacy Policy
San Francisco,
CA 94114



https://fusionauth.io/product-privacy-policy
https://fusionauth.io/product-privacy-policy
https://posthog.com/privacy
https://posthog.com/privacy

Dropzone Al Subprocessors List

Optional Platform Threat Intelligence
Subprocessors

The following Threat Intelligence sources can be used by the Dropzone platform to gather
data for investigations, such as reputation of IP addresses or domains. These are optional
and under customer's control.

Some of these use free licenses, while others use customer or dropzone-provided
licenses and keys.

Entity Name Entity Address Information Security and
Data Protection Measures

AbuselPDB 562 Independence Rd, East | Privacy Policy
Stroudsburg, PA 18301, US
(Marathon Studios, Inc)

Blocklist.de One Boston Place, Suite Abusix Inc Privacy Policy
2600, Boston, MA 02108,
(Abusix Inc.) us Abusix In urity Poli
Blocklist.de Terms and
Privacy Policy
Censys 116 S Main St, Ann Arbor, Censys Data Retention
Ml 48104, US Policy

Censys Privacy Policy

Crowdstrike Falcon 636 Ramona St, Palo Alto, Pangea Privacy Policy
Intelligence CA 94301, US
(Pangea)



https://www.abuseipdb.com/privacy
https://abusix.com/privacy-policy/
https://abusix.com/security/
https://www.blocklist.de/en/terms.html
https://www.blocklist.de/en/terms.html
https://censys.com/data-retention-policy/
https://censys.com/data-retention-policy/
https://censys.com/privacy-policy/
https://pangea.cloud/privacy-policy/
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Entity Name Entity Address Information Security and
Data Protection Measures

Echotrail 7850 Shaffer Pkwy Privacy Policy
Unit 908
Littleton, CO 80127

Google Safe Browsing 600 Amphitheater Parkway | Gooagle Cloud Security
Mountain View, CA 94043
us

GreyNoise, Inc. 1015 15TH St NW Suite 600 | GreyNoise Privacy Policy
Washington, DC
20005-2605 GreyNoise Security Policy
us

Host.io Host.io Privacy Policy

300 Lenora Street #516,
Seattle, WA 98136, US

Hybrid Analysis 206 E 9th Street, Suite 1400 | Hybrid Analysis Privacy
Austin, Texas 78701, US Policy

(Crowdstrike Falcon®

Sandbox) Crowdstrike Privacy Policy
IPinfo.io 300 Lenora Street IPInfo Privacy Policy
Suite 516
Seattle, WA 98136
us
IPQualityScore LLC PO Box 19052, Las Vegas, [PQuality Score Privacy
NV 89132, US Policy

[PQuality Score Data

Processing Agreement



https://www.echotrail.io/privacy
https://cloud.google.com/security/
https://www.greynoise.io/privacy
https://greynoise.hypercomply.io/
https://host.io/privacy
https://hybrid-analysis.com/data-protection-policy
https://hybrid-analysis.com/data-protection-policy
https://www.crowdstrike.com/privacy-notice/
https://ipinfo.io/privacy-policy
https://www.ipqualityscore.com/privacy-policy
https://www.ipqualityscore.com/privacy-policy
https://www.ipqualityscore.com/data-processing-agreement
https://www.ipqualityscore.com/data-processing-agreement

Dropzone Al

Subprocessors List

Entity Name

Entity Address

Information Security and
Data Protection Measures

MalwareBazaar

(abuse.ch)

c/o Grant Thornton AG
Claridenstrasse 35
CH-8002 Zirich
Switzerland

Abuse.ch Imprint

NVD

(NIST - National Institute of
Standards and technology)

100 Bureau Drive
Gaithersburg, MD 20899,
us

NVD Privacy Program

Perplexity Al 575 Market St Perplexity Al Privacy Policy
4th Floor
San Francisco, CA
us

Phishtank Cisco Inc, Cisco Online Privacy

(Cisco Talos Intelligence
Group)

300 East Tasman Drive
San Jose, CA 95134

Statement

Shodan Seattle, WA 98107, US Shodan Privacy Policy
UnshortenMe Unshorten.me Privacy
Policy
URLHaus c/o Grant Thornton AG Abuse.ch Imprint
Claridenstrasse 35
(abuse.ch CH-8002 Zirich

Alternatively,
Spamhaus)

Switzerland



https://abuse.ch/imprint/
https://www.nist.gov/privacy
https://www.perplexity.ai/hub/legal/privacy-policy
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://www.cisco.com/c/en/us/about/legal/privacy-full.html
https://account.shodan.io/privacy#:~:text=SHODAN%20does%20not%20collect%20any,IP%20address%20with%20each%20query.
https://unshorten.me/privacy-policy
https://unshorten.me/privacy-policy
https://abuse.ch/imprint/
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(Google/Chronicle Security)

Mountain View, CA 94043
us

Entity Name Entity Address Information Security and
Data Protection Measures
Urlscan.io Kuhlweg 6b rlscan.io Priv Poli
52074 Aachen
Germany Urlscan.io Vulnerability
Disclosure Policy
VirusTotal 600 Amphitheater Parkway | Google Cloud SecOPS

Privacy Notice

Switzerland

Vision 2180 18th St OpenAl Privacy Policy
San Francisco, CA 94110

(OpenAl) us

VulnCheck 6 Longfellow Road, VulnCheck Privacy Policy
Lexington, MA 02420
usS

YARAIfy c/o Grant Thornton AG Abuse.ch Imprint
Claridenstrasse 35

(abuse.ch) CH-8002 Ziirich

Other Subprocessors

The following third party sources do not fit into the above categories.



https://urlscan.io/privacy/
https://urlscan.io/security/
https://urlscan.io/security/
https://cloud.google.com/terms/secops/privacy-notice
https://cloud.google.com/terms/secops/privacy-notice
https://openai.com/policies/privacy-policy/
https://vulncheck.com/privacy
https://abuse.ch/imprint/
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Some of these use free licenses, while others use customer or dropzone-provided
licenses and keys.

Entity Name Purpose of Entity Address Information
Processing Security and Data
Protection
Measures
Slack Interactive Slack Technologies | Slack Privacy Policy
Communicator Limited
(Salesforce.com) Salesforce Tower
(Optional) 60 R801, North
Dock
Dublin
Ireland

Latest update: 2025-01-10


https://slack.com/trust/privacy/privacy-policy
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